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Abstract. This research focuses on examining the legal protection of Electronic System Operators (PSE) in order 

to be consistently responsible for maintaining the privacy rights of users from state intervention that is too much 

into the private sphere also interferes freedom of digital business activities. This study purposed to analyze the 

problem of the defects legal protection provided by the state against the private rights of User because application 

of surveillance state and provide solutions regarding the ideal legal protection. The Research methodology use 

normative legal research with statute approach and conceptual approach. This study concluded that there is a 

threatening regulation related to private PSE and can be categorized as a form of Surveillance state in digital 

business world. As a result, PSE feels dilemma between wanting to protect the privacy rights of users but being 

subject to administrative sanctions or injuring terms&references that formed by both for submit to the state. 
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INTRODUCTION  

The development of digital technology for information dissemination becomes  a 

double arrow effect which in addition to providing positive things to the digital business, but 

also threatening the interests of consumers or Users by the competent authority as a supervisor. 

Countries that used to have restrictions on monitoring now have the potential to know all the 

activities of their people by utilizing cyberspace whose function is vital in various privacy 

activities or personal data to use digital business services. Such threats can dehumanize privacy 

rights in cyberspace that include when, how, and to what extent information can be 

communicated to others.1 The concrete evidence of surveillance that led to privacy losseswas 

seen in the case of complete data leakage including the phone number of a Covid-19 Patient in 

Cilegon in the form of a Microsoft Excel file circulating, making the Patient terrorized.2 

Apart from the right  to privacy as part of Human Rights (HAM) which is closely related 

to other rights of freedom, the state continues to carry out cyber surveillance which leads to 

losses  to users and even Private Electronic System Operators (Private PSE).  This is shown  

based on data obtained from Surfshark, a Netherlands-based cybersecurity company, that 

                                                           
1 William Prosser In DeCew, Judith, "Privacy", 2012, The Stanford Encyclopedia of Philosophy, 

http://plato.stanford.edu/archives/fall2012/entries/privacy/.  
2 Banpos.co, “Pasien Covid-19 Merasa Diteror, Data Pribadi Bocor,” June 14, 2020, https://banpos.co/2020/06/14/pasien-

covid-19-merasa-diteror-data-pribadi-bocor/., diakses pada tanggal 14 September 2022 
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Indonesia is in fourth place on the list of countries that have experienced the most data leaks 

globally, from January to August 2022, namely there are 13.89 million accounts whose data 

has been leaked.3     

The supervision carried out by the state becomes even greater and more dangerous if 

you look at the establishment of the Minister of Communication and Information Regulation 

No. 5 of 2020 concerning Private Scope Electronic System Operators(Permenkominfo No. 5 

Tahun 2020) which shows that excessive intervention is carried out by  the state in the cyber 

world against Private PSE  and Users. The regulation that raises the legal issue has injured the 

substance of protecting the privacy rights  of Users managed by PSE, threatening both. Users  

are threatened with their privacy rights being violated. Meanwhile, PSE is in danger of being 

in a dilemma between fulfilling its obligations  to the User or to the State.   

As in Article 21 of Permenkominfo No. 5 Tahun 2020 which requires the PSE to 

provide access to Traffic Data and Electronic System User Information (subscriber 

information) to the State under the pretext of Supervision. This reason is very ambiguous and 

not specific so it can be indicated that there is excessive state supervision that can interfere 

with the contract between the PSE and the user. The impact is that there are major interruptions 

in the business world, especially Business and Human Rights and good corporate governance. 

Of course that's just one problematic one of the other issues in Article 12 Paragraph 3 jo Article 

46, Part Two Chapter V, and Article 43 of Permenkominfo No. 5 Tahun 2020. Broadly 

speaking, there is still a lot of blurring in the "surveillance" provisions intended in this ministry 

of communication and information regulation. 

Atthis time, PSE is an important forum for the life of cyber people in their daily 

activities. Given the adagium "where there is a society there is a law" (Ubi Societas Ibi Ius) 

makes the existence of laws governing PSE really very much needed, including regarding the 

protection of personal data as one of the rights of privacy.  It is in this case that the State should 

immediately fix a number of articles a quo in Permenkominfo No. 5 Tahun 2020 to ensure the 

protection of the privacy rights of its citizens in this case PSE  and Users by making specific 

rules to serve as implementation guidelines and making changes to the substance of the 

problematic article so as not to cause excessive state oversight or surveillance state. Referring 

to the concept  of “Big Brother” in the 1984 novel by George Orwell's which produced an 

Orwellian understanding where the state can become an authoritarian figure by utilizing the 

                                                           
3 (Sadya, n.d.)  
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development of mass surveillance technology.4 Permenkominfo No.5 Tahun 2020 and 

increasingly vital digital technologies can make surveillance states like Orwellian a reality. 

The state as a protector of people's rights should not turn into an authoritarian 

surveillance state which is the main threat. If we review the existence  of Article 12 of the 

Universal Declaration of Human Rights (UDHR) and Article 17 of the International Covenant 

on Civil and Political Rights (ICCPR) which essentially states that "no man shall be disturbed 

by his personal affairs, his family, his household or his correspondence relationship arbitrarily." 

proving that the right to privacy is a fundamental right that each country needs to respect.  This 

is in line with Article 28G Paragraph (1) of the Constitution of the Republic of Indonesia of 

1945 (UUD NRI 1945) which states "Everyone is entitled to the protection of personal self, 

family, honor, dignity, and property under his control, and is entitled to a sense of security and 

protection from the threat of fear of doing or not doing something that is a human right". 

As a consequence, everyone has the right to legal protection against interference or 

misconduct. In this case, the state should provide legal protection and safeguard each of the 

privacy rights of its citizens. According to Philipus M. Hadjon, such legal protection can be 

both preventive and repressive. In terms of repressive protection, it aims to resolve disputes, 

such as the handling of legal protection by courts in Indonesia. Whereas in preventive matters, 

legal subjects are given the opportunity to raise their objections or opinions before a 

government decision gets a definitive form. The goal is to prevent disputes from occurring.5 

Again, one of the realizations that can be taken by the State (Government) is to formulate 

regulations that are carried out to provide legal certainty (rechtzekerheid) to produce legal 

protection (rechtbescherming). 

Based on the problems that have been presented, the presence of Perkominfo Nomor 5 

Tahun 2020 this threatens the right to privacy for Users and the freedom to do business based 

on consumer protection by Private PSE. In addition, excessive state intervention can also occur 

due to the absence of surveillance restrictions that lead to surveillance states. Therefore, the 

author considers that the problem is very crucial and needs to be studied further. This study 

aims to analyze and examine “How the problem of legal protection of private rights of PSE 

and Users in the form of supervision by the state?” In addition, this study also wants to 

analyze “How the legal protection of private rights of PSE and Users is ideal?” 

 

                                                           
4 Julie A Dilmac and Özker Kocadal, 2019, Exchanging Glances with Big Brother:  Diffuse Surveillance in Orwell’s Nineteen 

Eighty-Four and Today (Sciences et Actions Sociales, No. 12). pp.2. 
5 Philipus M Hadjon, 1987, Perlindungan Hukum Bagi Rakyat Indonesia. (Surabaya: Bina Ilmu). pp. 30 
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RESEARCH METHOD 

The type of research used in this paper is normative legal research by placing laws and 

regulations as a system construction6 and the rules contained therein.7 Furthermore, the 

approach used is the statute approach8 and conceptual approach.9 The sources of legal materials 

used in this study are divided into 3 (three) namely primary legal materials in the form of 

official legal documents which are the main material,10 secondary legal materials in the form 

of explanations of primary legal materials such as books and journal articles,11 as well as 

tertiary legal materials such as the Legal Dictionary and the Big Indonesian Dictionary (KBBI) 

which contain explanations that give additional instructions to the two previous legal 

materials.12 Furthermore, the data analysis method used is descriptive-analytical to describe the 

problem in detail and find solutions and prescriptive in order to get an assessment of what 

should be done according to the law.13 The conclusion drawing uses a deductive way of 

thinking where starting from general to specific.14 

 

RESULT AND DISCUSSION 

1. Problems of Legal Protection of Private Rights of PSE and Users in the form of 

Supervision by the State 

Legal protection by the state must essentially be directed at all aspects of life, especially 

in the cyber domain which is a new vital source of livelihood. It is as stated by Fitzgerald who 

states that “legal protection that law aims to integrate and coordinate various interest in society 

as a traffic interest, the protection of certain interests can only be done by limiting the various 

interests on the other”.15 In line with this paradigm, Prof. Satjipto Rahardjo is of the view that 

legal protection must provide protection for the human rights of everyone who is harmed by 

others in order to enjoy the rights granted by law.16 Based on the opinions of the two experts, 

the main essence of legal protection should be directed at preventing or correcting losses to the 

                                                           
6 Asikin Zainal and Amiruddin, 2012, Pengantar Metode Penelitian Hukum, Cet. keenam (Jakarta: Rajawali Pers). pp. 118. 
7Soerjono Soekanto, 1984, Pengantar Penelitian Hukum (Jakarta: UI Press). pp. 20. 
8 Peter Mahmud Marzuki, 2011, Penelitian Hukum (Jakarta: Kencana Prenada Media Group). pp. 24 
9 Peter Mahmud Marzuki, 2013, Penelitian Hukum (Edisi Revisi) (Jakarta: Kencana Prenada Media Group). pp. 135-136. 
10 Johnny Ibrahim, 2007, Teori & Metodologi Penelitian Hukum Normatif, Malang (Malang: Bayumedia Publishing). pp. 141. 
11 Mukti Fajar ND and Yulianto Achmad, 2015, Dualisme Penelitian Hukum Normatif & Empiris (Yogyakarta: Pustaka 

Pelajar). pp. 318. 
12 Peter Mahmud Marzuki, 2005, Penelitian Hukum : Edisi Revisi (Jakarta: Kencana Prenada Media Group). pp. 183-184. 
13 Sri Soemantri Martosoewignjo, 1987, Presepsi Terhadap Prosedur Dan Sistem Perubahan Konstitusi Dalam Batang Tubuh 

Undang-Undang Dasar 1945 (Bandung: Alumni). pp. 8-9 
14 Soerjono Soekanto and Sri Mamudji, 2001, Peneltian Hukum Normatif (Jakarta: Rajawali Pers). pp. 65  
15 Satjipto Raharjo, 2000, Ilmu Hukum (Bandung: PT. Citra Aditya Bakti). pp.54 
16 Satjipto,…2000, pp. 54. 
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interests of everyone to whom they are entitled, especially regarding vital branches, if there are 

still losses then the state fails to realize legal protection.  

As an effort by the state to realize legal protection, especially in vital business and 

economic interests such as in cyberspace, there are several roles that can be carried out. 

Referring to the Constitutional Court Decision Number 001-021-022/PUU-I/2003 which 

provides an interpretation of the conception of "controlled by the state" in Article 33 may 

include beheersdaad (management), bestuursdaad (management), and toezichthoudensdaad 

(supervision). This conception is actually a manifestation of legal protection in the interests of 

Economic, Social, Cultural Human Rights (EKOSOB) which are positive rights with the 

embodiment "right to" and not "freedom from" so as to demand the active role of the state.17 

However, it is worth knowing that the active role of the state in the protection of the law does 

not always have to be actively manifested, but rather some must be passive. 

If EKOSOB human rights demand the active role of the state, then the opposite is the 

case with Civil and Political Human Rights with its embodiment "freedom from" so that the 

further the role of the state in intervening in this freedom, the better.18 Furthermore, personal 

data as a derivative of the right to privacy becomes part of civil and political rights as stated in 

Article 17 of the International Covenant on Civil and Political Rights (KIHSP) which in its 

outline guarantees the right to legal protection for its privacy from any intervention or attack. 

Although Article 4 Paragraph (2) of the KIHSP does not list the right to privacy in the category 

of non-derogable rights, the state still has an obligation to formulate human rights limits based 

on the law, legitimate reasons, and the need for a democratic society.19 As for if it refers to the 

restriction of legal protection on the right to privacy through Permenkominfo No.5 Tahun 2020 

has not met these three criteria. 

Legal protection of the right to privacy is so   important that it requires a clear and 

comprehensive legislative ratio if restrictions are to be held. This statement is based on the 

thoughts of Samuel D. Warren and William Brandeis who put forward the theory of the right 

to privacy which is categorized into 6 (six) parts, namely right to be alone, limited access to 

the self, secrecy, control over personal information, personhood, dan intimacy.20 In line with 

that, Alan Westin also stated that privacy became a necessity that existed from the very 

                                                           
17 Manfred Nowak, 2003, Introduction to The International Human Rights Regime (Leiden: Martinus Nijhoff 

Publishers). pp. 24. 
18 Eko Riyadi, 2018, Hukum Hak Asasi Manusia Perspektif Internasional, Regional, Dan Nasional (Depok: RajaGrafindo 

Persada). pp. 43. 
19 See in ketentuan “Prinsip Siracusa Bagian B”, angka 15-38 
20 (Solove 2002) pp.1087- 1155. 



 
 

Legal Protection of Private Platform in Carrying Out the Responsibility of Maintaining User Privacy Rights 

320        Hakim: Jurnal Ilmu Hukum dan Sosial - VOLUME 2, NO. 2, MEI 2024 
 
 

 

beginning of human beings21 Where it is urgently needed for personal autonomy, emotional 

release, limited and protected communication, self-evaluation, and load minimization.22 All 

these categories have become such a vital part of human life that without them, man would not 

live as himself or simply the more open his privacy the more vulnerable and lost the sovereignty 

of an individual. When associated with personal data which essentially includes all information 

data that can be identified directly or indirectly to an individual (not a legal entity) based on 

digits / identification codes, physiological, psychological, social and cultural identification.23 

Considering that the owner of the right to privacy and its derivatives, namely personal 

data, is an individual or individual, then in the context of digital business, of course, consumers 

or often referred to as Users are right-holders. The personal data submitted to the Electronic 

System Operator (PSE) who acts well as a Personal Data Controller or Personal Data Processor 

provided under an agreement that must meet the principle of consumer protection so that in the 

event of losses such as leakage and/or misuse of it there must be compensation.24 Achievements 

created from the privacy policy between the PSE (Personal Data Controller or Personal Data 

Processor) and the User which is usually in the form of a standard agreement must be prioritized 

for its fulfillment so that there is no default that can harm both parties. If there is a default in 

the form of a large-scale leakage of personal data, of course, it will have an impact on the 

economy and investment because PSE as a business actor must pay a large amount of 

compensation and reduce the level of user trust . 

Protection of Users' personal data by PSE with  a legis ratio from rights threats and 

activities that are increasingly dependent on cyberspace encourages the birth of new rights, 

namely digital rights covering all rights that exist in the real world but are implemented in 

cyberspace.25  The formulation of law enforcement that injures digital  rights without being 

accompanied by justification  of derogation  or limitation can lead to active human rights 

violations or acts of commission. This axiom is based on the meaning of human rights 

violations as "acts or omissions that are not yet a violation of national criminal law but are 

internationally recognized rules in relation to human rights".26 This means that state actions 

                                                           
21 Alan F. Westin, Prologue: Of Technological Visions and Democratic Politics, dalam buku (Westin 1971) pp. 1. 
22 Alan F. Westin, 1984, The Origins of Modern Claims to Privacy, dalam buku: Philosophical Dimensions of 

Privacy: an Anthology (ed. Schoeman, F. D.), (Cambridge: Cambridge University Press). pp. 56. 
23 (Djafar and Santoso 2019) pp.8. 
24 (S, n.d.)pp. 206 – 212. 
25 Katz, I.T.; Weintraub, R.; Bekker, L.-G.; Brandt, A.-M. 2021. From vaccine nationalism to vaccine equity—Finding 

a pathforward. N. Engl. J. Med. 384, 1281–1283. 
26 (Rover 2000) pp. 456. 
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that have not been or have been legalized within a legal framework that are not in accordance 

with international rules that are accepted by all nations are considered human rights violations.  

Over-intervention from the government can lead to the application of the concept of 

surveillance state. As a first step to understand the concept of surveillance state, it is necessary 

to know in advance the limitations of the definition of surveillance itself. According to 

Proffesor Lyon, supervision is a focused, systematic, and routine attention given in order to get 

detailed information that will be used to influence, manage, protect, or direct.27 Furthermore, 

supervision has elements in the form of: a) As an effort to learn information about individuals; 

b) As a systematic and deliberate effort rather than randomly or semborono; c) As a routine 

effort that is part of the activities of the apparatus that is characteristic of modern society;28 d) 

Surveillance has such a broad purpose that it is not always for totalitarian domination, but rather 

rather for subtle influence or control.29 This clear definition gives a bright spot to the concept   

of surveillance state, which is a state that conducts surveillance of each individual 

systematically and routinely carried out by officials for certain purposes. 

The concept of surveillance state itself was created not when the state faced precarious 

circumstances or wars considering that these two situations were temporary. This concept is 

actually created in ordinary circumstances because of its systematic and routine nature so that 

it becomes a permanent activity carried out everywhere by the state in line with the 

development of legal needs and the legal mind of the welfare state.30 The reason why it 

becomes a legal need and an effort to realize the legal ideals of the welfare state  is that the 

collection and management of personal data in the community is very important to research the 

fulfillment of the interests of administrative or social services (social services) in policy 

formulation.31 In addition, the collection of people's personal data can also help improve 

security from terrorist attacks and law enforcement against common criminal acts.32 At first 

glance, this concept does look very good because it utilizes law and technology for the common 

good, but there are actually harmful effects. 

If we refer to the Neil M. Richards paradigm which posits 4 (four) threats from state 

surveillance that can be carried out by state, private, or collaborative actors between the two. 

                                                           
27 (Lyon 2007) pp. 14. 
28 David Lyon, 2007…, pp. 14. 
29 David Lyon, 2007…, pp. 15-16. 
30 (Balkin and Levinson 2006) 
31 Jack M Balkin & Sanford Levinson, 2006, …, pp. 520-23 
32 Fred H. Cate, 2008, Government Data Mining: The Need for a Legal Framework, Havard Civil Rights-Civil 

Liberties Law Review, Vol. 43, (Cate 2008) 
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These threats include the vulnerability of privacy interventions, especially intellectual privacy, 

and the disruption of the balance of power between individual sovereignty and oversight. In 

the second threat, it is fragmented again into 3 (three) dangers, namely blackmail, the risk of 

subtle persuasion (commonly used for the use of personal data for covert marketing purposes), 

and the misuse of sensitive personal data for various interests by various parties.33 In line with 

the threat mapping, Jack M. Balkin also shared the negative impact of the surveillance state  

concept from : a) law enforcement emphasizes  ex ante rather  than ex post so that preventive 

efforts can be contrary to punishment in general, namely prioritizing actus reus rather than just 

mens rea; b) social services  and law enforcement would resemble pressure-inducing parallel 

tracking; c) Private-state co-operation in surveillance states tends to be more burdensome for 

private parties given that they have the technology and resources to encourage the sale of 

personal data to cover losses.34 

All vulnerabilities and threats to the concept of surveillance state have of course 

become the nature of technological developments that are double-edged swords. The 

development of surveillance technology ranging from cheap sensors, CCTV cameras, thermal 

cameras, GPS trackers, and RFID chips. As for web bugs and software tools commonly used 

by PSE, they can be digital monitoring tools as well. This abuse of the power of cutting-edge 

technology can certainly harm the large audience and business climate. Looking at the 

grassroots level, where the acquisition of data by the state without being accompanied by good 

capabilities and responsibilities has resulted in massive losses. 

Based on a report by Dark Tracer which is a cyber research agency, in January 2022 

there was a leak of user credential data from BPJS Ketnaker, BKN, Kemdikbud, and the 

Directorate General of Taxes reaching 502,000 data. Still according to a Dark Tracer report, in 

March 2022 the djponline.pajak.go.id failed to protect Users' credential data reached 17,585.35 

In addition, according to Kominfo in August 2022, the State Electricity Company (PLN) has 

been negligent in protecting 17,000,000 of its Users' personal data so that hackers @lolyta 

stolen and sold on the Breach Forum.36 Furthermore, in September 2022 there was a leakage 

of personal data of Indonesian citizens at the Ministry of Social Affairs (Kemensos) to reach 

102,533,221 data.37 It doesn't stop there, in November 2022 there was a larger case of personal 

data leakage by the Ministry of Health (Kemenkes) due to data that was not detected by it so 

                                                           
33 (Richards 2013) 
34 (Balkin 2008) 
35 (Ashari 2022) 
36 (Rizkinaswara 2022) 
37 (CNBC Indonesia 2022)   
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that it was easily leaked by Bjorka hackers. The leakage of personal data reached 3,250,144,777 

data.38 The presentation of this data shows that 2022 is proof that the government has not been 

able to protect the personal data of Users it manages. 

People's personal data that should have been protected by the government was actually 

left unattended without a clear restoration effort. For example, the personal data of employees 

of the Ministry of Education and Culture (Kemendikbud) as users has been leaked up to 

1,300,000 data ranging from names, places of birth dates, full names of parents, addresses, 

family card numbers, and national identity numbers. The response from the Ministry of 

Education and Culture was more about dissenting than real legal protection. In addition, the 

hacking of the Police Personnel Information System of the Republic of Indonesia is also sought 

to be hidden from the public where it should be responded to with real legal protection.39 

Leakage of personal data without being accompanied by good faith and protection 

responsibility for it results in unstoppable losses.  

Misuse of personal data will have an impact on other parts of privacy, which in general 

include social media piracy, online loan terror or other spam, and hacking of digital financial 

services.40 Impacts on Users' privacy can be material and immaterial. In modern times, almost 

all Users using fin-tech and e-commerce services can suffer material losses due to deprivation 

of access to finances. Daily life such as sending electronic messages, GPS location-specific 

data, camera and microphone access, and others. The privacy of users can be misused by third 

parties. Among these, the most affected by governments that are less responsible in managing 

personal data is the derogation of intellectual privacy, namely privacy to reflect on ideas and 

develop them without outside intervention which is closely related to the right to free speech.41 

In addition, the adverse impact is also experienced by Private PSE because Users who 

get losses can have an effect on losing their trust to continue using the services or products 

offered. Considering that the main essence of consumer protection which is closely related to 

a good digital business climate is to maintain consumer awareness and dignity and increase the 

sense of responsibility of business actors42 in this case Private PSE. In the world of digital 

business, consumers are increasingly critical in choosing the products or services offered due 

to the rapid dissemination of information. The worse the protection of users' rights by Private 

                                                           
38(CNN Indonesia 2022)  
39 (WAFI 2020)   
40 (Edu 2022)   
41 (Richards, 2008) 
42 (Barkatullah 2016) pp. 23. 
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PSE, will have an impact on decreasing profits due to being abandoned by Users.  If this 

happens massively, it will have an impact on the country's economy.  

It should be noted that Indonesia is one of the countries with the largest digital industry 

in the world with 204.7 million internet users.43 Furthermore, the number of startups as of 

December 2021 in Indonesia reached 2,324 so that it occupied the fifth position and the number 

of online transactions reached 2.36 million units per 2020. Even Indonesia's digital economy 

is growing to 70 billion USD per year 2021.44 If the state intervenes which leads to private PSE 

losing the trust of Users or even amputating a free digital business climate, it will have a major 

negative effect on Indonesia's digital industry which has contributed greatly to the national 

economy. Considering the requirements of the development of the digital business world is that 

all parts  of digital  rights are fulfilled, including the privacy rights  of Users to protect the 

benefits of Private PSE as well. 

Seeing the reality of the digital industry world which is very unfriendly to the PDP, of 

course, it has denied the right to privacy guaranteed protection which is contained in Article 

28G Paragraph (1) of the Constitution of the Republic of Indonesia of 1945 (UUD NRI 1945) 

that "Everyone has the right to the protection of personal self, family, honor, dignity and 

property under his control, and is entitled to a sense of security and protection from the threat 

of fear of doing or not doing something that is a human right." The implication of this 

constitutional right according to Manfred Nowak is that human rights are relative as understood 

by Jimly Asshidiqie, that is, they apply as long as the constitution regulates them or is called 

absolutely human.45 

In addition, at the level of international rules, human rights violations that have occurred 

due to regulations that do not accommodate denying Article 12 of the Universal Declaration of 

Human Rights (UDHR) reads "No one shall be subjucted to arbitrary interference with his 

privacy, family, home or correspondence , nor to attacks upon his honour and reputation. 

Everyone has the right to the protection of the law against such interference or attacks". The 

provisions of the UDHR are also adopted in Article 17 verse 1 of the International Convenant 

Civil and Political Rights (ICCPR) where the substance is equal and corroborating. Even the 

ICCPR has been ratified by Indonesia through Law Number 12 of 2005 concerning the 

Ratification of the ICCPR. Finally, the social and juridical realities in PDP regulation in 

Indonesia's digital business industry are not aligned with Article 11 of the Organisation for 

                                                           
43 (Annur, n.d.)   
44 (15Februari2022)   
55(Matompo 2014) 
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Economic Co-Operation and Development (OECD) Guidelines on the Protection of Privacy 

and Transborder Flows of Personal Data which regulates that PDP must be protected with 

protection derived from one of the threats is data disclosure. All of these international 

regulations are aligned to protect the protection of privacy rights as part of human rights that 

correlate with other rights. 

The protection of personal data whose transfer flows are often carried out in private 

PSEs certainly requires legal protection that prioritizes the sovereignty of user privacy. 

However, on Permenkominfo No.5 Tahun 2020 in fact, there are many provisions that give the 

State excessive intervention and authority in the supervision of Users' personal data, resulting 

in the loss of people's privacy sovereignty. Some problematic provisions that lead Indonesia to 

surveillance state and injure the business climate that is free of excessive state intervention 

include Article 12 Paragraph 3 jo Article 46, Article 21 jo Article 23 Paragraph (2), Part Two 

Chapter V, and Article 43 of Permenkominfo No. 5 Tahun 2020. 

 First, Article 12 Paragraph 3 jo Article 46 of Permenkominfo No. 5 Tahun 2020 which 

requires the Cloud Computing Organizer46 to provide electronic data of its service users to the 

authorities in the context of supervision, if they do not share access, they will get administrative 

sanctions from the Ministry of Communication and Information. The purpose of monitoring 

the electronic data of users or users is  not explained at all and there is no arrangement regarding 

the permission of Users as the owner of personal data. To make matters worse, cloud computing 

is very often used in today's cyber age such as: a.  Software as a Service with e.g. Gdocs, Adobe 

Creative Cloud, Spreadsheet; b.  Infrastructure as a Service with e.g. Azure and Google 

Compute Engine; c.  Platform as a Service with e.g. AWS Elastic Beanstalk, Google Cloud 

Platform, and IBM Bluemix.47 Given   that there are so many users of cloud computing services 

and the intensity of activities is high, the threat of misuse of personal data due to the absence 

of a clear surveillance purpose is very high. On the other hand, cloud computing operators are 

forced to violate Users' privacy due to the threat of administrative sanctions.   

 Second, Article 21 jo Article 23 Paragraph (2) Permenkominfo No. 5 Tahun 2020 which 

requires the PSE to share access to electronic data (including Users' personal data) and its 

electronic systems with other ministries or state agencies for supervisory purposes. This, of 

course, invites the issue of PDP Users who are not clear what will be used for post-surveillance. 

Surveillance is a "process" carried out for a "purpose", so making the collection of personal 

                                                           
46 (Susatyono 2021) Diakses pada Tanggal 16 Desember 2022    
47 Jarot Susatyono, 2021,…id 
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data a "purpose" is a logical fallacy. It should be explained "what for" the personal data 

collected post-surveillance, which is what is newly called "purpose". Furthermore, supervision 

in Article 23 Paragraph (2) is also stated to be the type of electronic data based on the relevant 

ministry so that various kinds of personal data can be collected including specific personal data 

such as for example health, physical, and mental data by the Ministry of Health. 

Third, Part Two Chapter V (Article 22-Article 31) Permenkominfo No. 5 Tahun 2020 

which describes the arrangements regarding procedures for sharing access from electronic 

systems and/or data for supervisory purposes. In this section there is a problem in the form of 

lack of consent (concern) from Users as the owner of personal data so that the most authorized 

in deciding on dissemination or restrictions is himself.  Even in Article 28, the agreement 

related to how to regulate the granting of access to electronic data (personal data) is also only 

carried out between the ministry or state institution and the private PSE. In addition, the PSE 

was also not given the option to refuse so it was normatively powerless to resist.  

Fourth, Article 43 Permenkominfo No. 5 Tahun 2020 which regulates the obligation to 

submit audit track records of system access and/or electronic data for supervision. Article 43 

Paragraph (2) provides flexibility to accompany the audit track record with an assessment of 

the impact of access by the Ministry or Institution. This provision is actually more aimed at 

protecting Private PSEs and Users so that State Ministries or Agencies are not arbitrary in using 

access authority for supervision. However, logical fallacy again occurs when connected with 

Article 45 of Permenkominfo No. 5 Tahun 2020 where if a track record is not provided, it will 

be given administrative sanctions to the private PSE concerned. This is a mistake because 

sanctions should be given to those who can violate rights, instead of those who get rights. In 

this context, private PSEs are the exercise of the right of protection from the existence of Article 

43 so they need to be protected and not threatened with sanctions. 

Problems in the provisions Permenkominfo No. 5 Tahun 2020 has resulted in conflicts 

with the customary formulation of agreements between Private PSE and Users which are often 

spelled out in terms & references. As it is known  that terms & references are standard 

agreements that are usually given by Private PSE to Users when providing their personal data 

in order to use the services and management of the webpage or application. This standard 

agreement itself usually discusses the use of users' personal data  by Private PSE so that it is 

not misused. As long as this standard agreement does not violate Article 18 of Law Number 8 

of 1999 concerning Consumer Protection (UU PK) Where broadly speaking, it has set certain 

clauses.  The existence of Permenkominfo No. 5 Tahun 2020 resulting in a Private PSE 

dilemma between inserting a clause disseminating consumer personal data to an authority 
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without its consent and without knowing its final purpose or not notifying at all. Whichever 

choice is taken, will force Private PSE Article 18 UU PK.  

When we associate Permenkominfo No.5 Tahun 2020 with Law Number 27 of 2022 

concerning Protection of Personal Data (UU PDP) then there can be found conflicts with him. 

Based on Article 20 Paragraph (2) juncto Article 21 UU PDP then broadly explained that the 

controller of personal data Have the obligation to carry out explicit consent-based processing 

of personal data and convey it to Users starting from the legality, purpose, relevance of personal 

data, retention period, details of the info collected, period of processing, and rights of the 

personal data subject. This provision shows that the PDP Law is very concerned with the 

approval and transparency of the processing of users personal data so that active involvement  

of Users must exist. Especially in Article 47 and Article 51 Paragraph (3) UU PDP also imposes 

responsibility on the Personal Data Controller and the Personal Data Processor if obligations 

are violated so that oversight by the state that harms Users can drag Private PSE to disputes 

that can hinder the development of the digital industry. 

Based on the presentation of these legal issues, it can be seen that the state that should 

be the duty-carrier of human rights through one of its duties  to fulfil by formulating laws that 

provide protection  of privacy rights to Users, actually creates surveillance regulations that can 

kill the right to privacy and the right to freedom of expression. Moreover, this can threaten the 

progress of the business climate and good human rights in the world of digital industry so that 

the state can be said to be an active human rights violator or act by commission. However, PSE 

that can be entangled in responsibilities that lead to administrative sanctions and have an effect 

on the digital economy weaken. Although it is undeniable that protection by the state can only 

work well if it has a lot of information through supervision where this creates a dilemma. It is 

necessary to formulate legal protections for the private rights of PSE and Users through 

surveillance oriented surveillance oriented into a democratic information state as implemented 

by South Korea, european union countries, and the United States.  

2. Legal Protection of PSE Private Rights and Ideal Users  

The development of technology should not ultimately be responded to with cynicism 

or rejection given the purpose for which it was created for a good thing and not for abuse. On 

the contrary, the law must be able to find solutions to problems arising from changes caused 

by the phenomenon of surveillance through digital technology in a massive, systematic, and 

structured manner. As stated by Soedikno Mertokusumo that the written law is always hobbled 

behind changes /events (het recht hink achter de feiten aan) to adjust the circumstances to 
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correct it.48 Given that digital surveillance technology accompanied by information needs that 

are urgently needed by the state cannot be ignored, the concept of right to be forgotten can be 

erased. 

In essence, the concept of right to be forgotten is the right for individuals to have all 

their data or information restricted, altered, or deleted because it can create shame, is irrelevant 

to the data owner, is anachronistic (inconsistent with the development of time), misleading, 

excessive, or misleading. This right is realized by making it difficult for individual information 

to be found in cyberspace so that it can be considered forcible neglect or oblivion.49 As part of 

the right to privacy, the right to be forgotten is created due to the rapid development of digital 

technology for the dissemination of information and parties who often violate these interests 

such as private PSE itself or the state (Government or Company brought by the government). 

The difficulty  of the right to be forgotten is implemented if the government directs to a new 

concept of supervision, namely the Democratic Information State. 

Broadly speaking, surveillance states can be categorized into 2 (two) namely 

“Authoritarian Information State”  and Democratic Information State. In the first model, 

namely  the authoritarian information state, the State conducts supervision to obtain as much 

information as possible through confidential supervision and creates rules and regulations that 

give them the authority to obtain data without the imposition of accountability. The ultimate 

goal is of course to strengthen the influence and power of the state in controlling everything 

such as by misusing the information it has.50 At Permenkominfo No. 5 Tahun 2020, liability 

charges are thrown at Private PSEs when the state can obtain as much data as possible behind 

the ambiguous "oversight" clause.  

The second model, namely the Democratic Information State, the State conducts 

supervision to obtain as much information as possible through supervision under a legal 

umbrella that ensures transparency, participation, and clear accountability. The purpose of 

obtaining such information is for public administration services, development for agricultural 

purposes, education, scientific research, security and resilience, and other public interests. The 

acquisition of information data will be deleted regularly at predetermined intervals to protect 

privacy rights. If the data is difficult to delete because there is too much storage and is scattered 

everywhere, it will be destroyed51 As long as the reason is that the right to be forgotten cannot 

                                                           
48 (Mertokusumo 1966) pp. 99. 
49 Michael J. Kelly and David Satola, 2017, “The Right to Be Forgotten,” University of Illinois Law Review 1, no. No.1, 

pp. 3-4. 
50 Stanley K and Laughlin Jr, 1968, “Westin: Privacy and Freedom,” Michigan Law Review 66, no. 5. pp. 23-26. 
51 (Balkin 2008) pp. 18. 
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be applied is valid and indeed privacy data is not misused. This view is according to Alan 

Westin as further described by Stanley K. Laughlin Jr. as "Permissible Deviation."52 

Supervision can still be carried out by the state on Private PSE along with privacy 

information belonging to the User provided that there needs to be a clear purpose of the 

supervision held, notification and approval of related parties, imposing liability on the right 

party, and implementing rules governing detailed and clear technical procedures. All of this is 

done in accordance with the principle of user centric in the world of digital business expressed 

by Edmon Makarim as a result of his analysis of the OECD Guidelines for Consumer Protection 

in the E-Commerce. The user's centric  principle requires several things which include: First, 

the implementation of business activities efficiently and effectively in order to reduce economic 

burdens;  Second, the application of business activities with the principle of trust and the 

principle of good faith in electronic systems whose security has good accountability;  Third, 

prevention, convenience, and protection of consumer/user rights.53 Given that the supervision 

carried out by the state on the activities of the digital business world affects Private PSE and 

user's which also have an effect on economic development, the legal protection formulated in 

the rules must use a good business and human rights approach. 

In an effort to improve the charge material from Permenkominfo No. 5 Tahun 2020, 

then it can be started from the improvement of the level of detail and technicality as the 

implementing regulations that should be appropriate UU P3. If you look at the enactment  of 

Law No. 11 of 2008 concerning Electronic Transaction Information (UU ITE) whose original 

p charges are still multi-interpreted such as Article 27 Paragraph (1) and Paragraph (3) 

regarding decency and defamation. Joint Decree (SKB) between the Minister of 

Communication and Information, the Attorney General of the Republic of Indonesia, and the 

Chief of Police of the Republic of Indonesia on Implementation Guidelines for a number of 

such Articles were issued to eliminate multi-interpretation. So to overcome the problems in the 

Ministry of Communication and Informatics here, a guideline is needed as a form of further 

regulation, for example in the form of S KB between the Minister of Communication and 

Informatics and all relevant ministries or state institutions  in the implementation of supervision 

of private scope PSE. 

The second option is the establishment of Permenkominfo others that focus on the 

implementation of mass supervision. As in Articles 36-40 Permenkominfo No. 5 Tahun 2020 

                                                           
52 (K and Jr 1968)… , pp.1070. 
53 Edmon Makarim, 2014 , “Kerangka Kebijakan Dan Reformasi Hukum Untuk Kelancaran Perdagangan Secara 

Elektronik (E-Commerce) Di Indonesia,” Jurnal Hukum Dan Pembangunan, Edisi No. 3, 44, pp. 320. 
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in essence, the Private Scope PSE is also required to provide access to Traffic Data and 

Electronic System User Information (Subscriber Information) requested by Law Enforcement 

Officials. which actually still needs an explanation regarding its implementation. However, 

granting access to Law Enforcement Officers is only used when an incident or suspected 

criminal act occurs, which is concerned with digital evidence, where there will be procedures 

for taking digital evidence.  After being traced, there is already a Minister of Communication 

and Information that has been designed related to the Procedures for First Handling Electronic 

Evidence which is a reference for ministries, agencies, and law enforcement, However, the rule 

is still in draft form and has not been passed and enforced. This is also a task for the 

government, but at least it is better and clearer than data access to Private PSEs  and their Users 

for the benefit of "Supervision" which still has a blur and there has been no follow-up at all. 

As a way to find better ideas, it is also necessary to make comparisons with several 

countries in dealing with surveillance states.  When we refer to the regulations in the United 

States regarding digital surveillance, there is a significant difference between mass surveillance 

and targeted surveillance. The term mass surveillance refers more to surveillance in the wider 

community, while targeted surveillance is more to reconnaissance individuals who have been 

determined for the benefit of law enforcement.54 The United States also has regulations that 

can grant it immunity in carrying out surveillance activities under its legal umbrella, namely 

the Foreign Intelligence Surveillance Act 1978 (FISA Act) which is the domain of the Federal 

government in the name of national security.55  The FISA Act is more of an intelligence activity 

on outside parties that could endanger the national interest. Meanwhile, targeted surveillance 

is carried out by law enforcement. The United States has made a clear distinction in the term 

"surveillance" so that the objectives and authorities under the appropriate legal umbrella to 

carry out such supervision provide more legal certainty.  

The regulatory reference of a good privacy protection relationship between countries, 

Private PSE as the controller of personal data, and Users can also be clearly seen in the 

European Union through the European Union General Data Protection Regulation (EU GDPR). 

Based  on Article 13  and Article 14 of the  EU GDPR broadly states that there is a  right to be 

informed or the right to be informed of the acquisition and use of personal data on the owner 

either obtained directly from the owner or indirectly. Furthermore, in Article  77  and Article 

78 of the  EU GDPR also states the existence  of a right to lodge a complaint with  a supervisory 

                                                           
54 (Sharma 2021) pp. 17. 
55 Bureau of Justice Assistance U.S Department of Justice, The Foreign Intelligence Surveillance Act of 1978 (FISA) 

Justice Information Sharing, , https://bja.ojp.gov/program/it/privacy-civil-liberties/authorities/statutes/1286  

https://bja.ojp.gov/program/it/privacy-civil-liberties/authorities/statutes/1286
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authority and a right to an effective judicial remedy against a  supervisory authority  if the  

supervisory authority is suspected of violating the use of personal data. In addition to the right 

to self-defense when a supervisory authority (state) violates the use of personal data, there is a 

derogation provided for in Article 89  of the EU GDPR applicable to public interest, science, 

historical research, and statistical interests. Of course, all access and storage of user information  

by the state is based on the principles  of lawfully, fairly, transparent and specified, explicit, 

compatible, legitimate purposes.  

Some of these country comparisons add to the distinctiveness in the formulation of the 

Democratic Information State. When adjusted to the establishment of laws and regulations in 

Indonesia, the Minister of Communication and Informatics is friendly to user privacy and   the 

implementation of the obligations of Private PSE in protecting consumers with two options. 

Either with the SKB or the establishment of a new Minister of Communication and Informatics 

that focuses on supervisory arrangements where later the objectives will be narrowed down to 

several interests such as monitoring the spread of certain diseases within a predetermined 

period and data needed to deal with health issues in the community. Another example is the 

monitoring of community stunting  in an area by looking at the average height data where the 

data is managed in a predetermined period. Furthermore,  a right to lodge a complaint 

mechanism will also be set up on the supervision that has been carried out. All of this is done 

by relevant ministries or state agencies that have been determined, except for law enforcement 

agencies, state tools, or intelligence agencies where the mass surveillance they carry out needs 

to be regulated in law because it has different impacts and objectives from  other national 

interests. 

Based on the presentation of this o-0i0o0-idea, it is hoped that the formulation of good 

surveillance state regulations in  accordance with  the democratic information state and the 

principle of Users centric can be realized ideally. The realization of  this ius constituendum  can 

create a more user-friendly digital business world  and especially Private PSE so that it can 

encourage the country's economic development. In line with the legal postulate of Satjipto 

Rahardjo that the law must seek to protect the interests of everyone by ensuring that their rights 

can be in power/sovereign for their own interests.56 Therefore, ensuring state 

intervention/supervision in the business world in the business world as necessary accompanied 

by procedures that provide legal certainty is the key to the success of protecting the rights of 

Private PSE and Users.  

                                                           
56 (Rahardjo 2003) pp. 121. 
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CONCLUSIONS   

This research has implications and contributions to ensure knowledge regarding state 

surveillance which endangers the state, including the privacy rights of the people, in this case 

PSE and its users. Article 12 Paragraph 3 jo Article 46, Article 21 jo Article 45, Part Two 

Chapter V, and Article 43 of Permenkominfo Nomor 5 Tahun 2020 can be categorized as an 

act of the concept of Surveillance state or excessive state intervention in the form of mass 

surveillance that violates the right to privacy for Users with the core of the legal problem being 

the blurring or ambiguity of the meaning of substance. The implications of a surveillance state 

that are not accompanied by credibility and clear accountability from the state can lead to 

adverse impacts on digital business due to forcing Private PSE to provide access to users' 

personal data to the state which can injure terms & references which is formed by both parties 

so as to create a dilemma between violating user privacy or being subject to administrative 

sanctions if it refuses to grant access. Therefore the concept of a surveillance state in the digital 

business era can be used as a state promotion if it is directed to become a democratic 

information state juxtaposed with the protection of privacy rights and user centric principles. 

The concrete embodiment of this idea can be created by creating a new Permenkominfo or 

SKB that is detailed and detailed as the implementing rules in general. Absorption of concern 

from users in the submission of access to information data, clarity of surveillance objectives, 

transparency, determination of authorized state parties, right to be lodge complaints, and time 

intervals of data utilization, as well as its elimination, and Differentiation between mass 

surveillance and targeted surveillance is the key to the success of legal protection to Users and 

Private PSE. Apart from that, this research is here to urge the government to revise Article 12 

Paragraph 3 in conjunction with Article 46, Article 21 in conjunction with Article 45, Part Two 

Chapter V, and Article 43 of Minister of Communication and Information Regulation Number 

5 of 2020 concerning Private Scope Electronic System Operators which is problematic because 

it does not provide legal certainty. Also formulate a draft of a new Permenkominfo or by 

forming a SKB on procedures for implementing supervision over Private PSE and Ratify the 

draft Permenkominfo on Procedures for First Handling of Electronic Evidence. 
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